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Life is all about risk decisions

ÅOpportunity
ÅCompliance
ÅComplexity
ÅBranding
ÅIT
Å{ŀŦŜǘȅΧ

Åme
ÅCitizen
ÅConsumer
ÅGovΩt 

employee
ÅIndustry 

employee

Tension ïindividual vs community  

Is the nation a community? 
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/ȅōŜǊǎǇŀŎŜ ƛǎ ƎǊŜŀǘΣ ōǳǘΧ

ÅTodayΩǎ ƛƴǘŜǊƴŜǘ ƛǎ ŀ ǇƭŀŎŜ ǿƘŜǊŜ ȅƻǳ Ŏŀƴ ŘƻΧ

ÅTruly dumb things

ÅOn an epicscale

ÅVery quickly

ÅWith little chance of recovery

ÅAnd you canΩtƎǳŀǊŀƴǘŜŜ ǘƘŜ ƻǳǘŎƻƳŜΧ

Laws of Physics Ą Policy compliance absent instant
systemic enforcement doesnΩt work
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Highlights - Big Picture
άBuilding the Wallέ
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MACCSA is enabling in every area plus 

development of:

Å New capabilities

Å New data sources and registers

Collaborative 

Crisis 

Management

Counter-fraud
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EU Cyber Security Strategy
28 Feb 14

V-P Kroes

ÅDemocracy must talk to technology.  We are making a transition to a data 
driven world

ÅAbout simple things, people trusting that their personal data is protected, 
SMEs understanding cloud protection, citizen understanding eID. Without 
security there is no privacy. 

ÅCyber breaches happen for multiple reasons. Over 3/4 of SMEs and 93% 
businesses suffered at least one breach, each costing up to 50M euros. 

ÅMerkel call for secure EU network. Central to our competitiveness, single 
digital market, strengthen security of services, no to data protectionism and 
yes to data protection. We want to use big data. 

ÅTrust is key. Weak link is the whole network, weak directive will let us down. 

ÅCyber security strategy is providing the right building blocks. Strong cyber 
security domain is a important to Europe. Without it, democracy would fail to 
manage technology. Make EU the safest place for digital.

5
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Strategic Drivers ςIndustries & Government

1. Business is becoming more collaborative and international 

2. Increasing legal, regulatory and commercial requirements for 
accountability and information protection in regulated industries

3. Information protection requires access control

4. Access control requires identity, authentication and authorisation, 
which are the basis of trust

5. Trust across multiple organisations requires federation

ïOrganisations have to be considered trustworthy to trust each 
other

ïOrganisations need a common language of business to 
understand each other

6. Federationrequires collaborative governance and agreed Common 
Policy

7. US and European federation bodies are pressing ahead and setting 
federation standards, leveraging national ID activities

8. Nations need industry governance bodies for federated trust across 
their industries
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Laws of Physics

Information

Tech

Policy

Decisions
- using info

- accessing info

Communit

y or 

State

Person

Wants 

security 

(herd)

Wants conformity

Wants 

privacy

(me)

Wants surveillance

Social responsibility

Wanting to be trusted = surrendering some 

sovereignty
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Draft Article 7

A decision which produces an adverse legal 
effect for the data subject or significantly affects 
him and which is based solely on automated 
processing of data intended to evaluate certain 
personal aspects relating to the data subject 
shall be permitted only if authorised by a law 
which also lays down measures to safeguard
the data subjectΩs legitimate interests
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Fundamentals
ÅPrivacy and trust ςYing & Yang
ïPrivacy requires trust  

ïTrust requires authentication

ïĄ Privacy requires authentication

ÅPrivacy is just another policy domain.  A set of 
agreed behaviours that requires demonstrable 
compliance
ïUnfortunately, nations define privacy differently

ïAnd many nations donΩt have any privacy at all

ïItΩs about people, so it will be complex, political and difficult
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Digital Rights
Permissions

Controlled
Information
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& Metrics
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Who gets access to What?


